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@ Nature of Cyberspace
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Success in this domain means being smarter, more creative, faster,

and stealthier than our opponent.




@) The Cyber Environment

Cyberspace is where the Nation stores its treasure
(intellectual property) and its wealth (money)
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* National
security Cyber Identity

* Economic T
competiveness Information Layer
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What it Takes to do Cyber Operations
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US Cyber Command
Five Strategic Priorities for Operating in Cyberspace

Authorities, Policies, Rules of
Engagement & Division of
Effort to Act

Defensible
Architecture

Strategic Trained & Ready
Roadmap Cyber Teams

Operational Concepts,
Command & Control, &
Partnerships

Situational Awareness
Enabling Action




@) Change Continues at
¥ Exponential Rates

Library of Congress = 10 Terabytes
At best transmission line speed:

* 1998 = 16.5 days

* 2013 =.00008 seconds

10 Billion Mobile Devices 5>
Projected by 2016

(1.4 per person on the planet)

Facebook
* Launch, 2004
* Reachesl1 Billion Users, 2012
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Convergence means we all operate on the same network...
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@ Convergence Opportunities

pportunities

Gathering
Information; planning
cyber operations

» Possible attribution of

a cyber attack

+ Intelligence collection

& production more
efficient & effective

 Ability to maneuver in

cyberspace

Vulnerabilities

An effective cyber
attack against the right
sector could be
devastating to the US
economy

e Qur adversaries are

exploiting us; we must
defend our networks
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Convergence Opportunities & Vulnerabilities
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A Disturbing Trend

7 The Threat is Evolving
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EVOLUTION OF
USCYBERCOM
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Business Support

US-CERT and NCCIC works among the Six Cyber Centers, federal cyber
threat collaboration partners, and Information Sharing and Analysis
Centers (ISACs) to analyze, build mitigation strategies for, and respond to

Incidents.

r

Information Technology ISAC

(IT-ISAC)

\

Financial Services ISAC

(FS-ISAC)

Multi-State ISAC

(MS-ISAC)

\_

IT-ISAC members participate in
national and homeland security
efforts to strengthen the IT
infrastructure through cyber

information sharing and analysis.

| FINANCIAL
SERVICES

IS4AC

In February 2010, the Department
of Defense (DoD), DHS, and the
FS-ISAC launched a pilot
designed to improve the sharing of
sensitive, actionable information.

Ps-isACY

The MS-ISAC provides a common
mechanism for raising the level of
cybersecurity readiness and
response in state, local, tribal, and
territorial (SLTT) governments.
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@) US-CERT through DHS National Cybersecurity and
X% Communications Integration Center (NCCIC)

US-CERT gathers information on incidents affecting the Nation’s cyber
infrastructure and initiates two-way exchanges with each of these
groups in different capacities as deemed necessatry.

NATIONAL LEADERSHIP \

AND OVERSIGHT
* National Security Council-
Homeland Security Council

Office of Management and Budget
» General Accounting Office

» Congress

\_ S| RS + Federal CIO Council /

S

» National Cyber Investigative
Joint Task Force

* Department of Defense
Cyber Crime Center

+ Intelligence Community
Incident Response Center

* NSA/CSS Threat Operations Center
* US Cyber Command
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THERE | WAS, STUCK
IN A CHINESE FIREWALL,
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@) The CYBER time bomb

(U) THREAT EFFECTS

2013 Estimated Costs _ 2013 Suspected Victims

* Annual cost of IP theft to US A ( w
b \ /

companies: $250 Billion

Defense Industry: 97

Government Organizations: 98

. Universities & Institutes: 576
* Symantec estimate of costs due to

Non-Defense Advanced Tech
Sector: 1230

global cyber crime: $388 Billion

 Amount McAfee estimates was spent

globally on remediation: $1 Trillion
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